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Abstract:  

“Necessity is the mother of invention”. All the existing cryptographic algorithms highlight the same security problems. These can 

be broken with ease on modern computation systems. So the need for an invention provided the use of a combination of two or 

more security processes. The invention and its application of a new and efficient algorithm with increased number of bits provide 

informat ion security. The procedure is so simple. A Bluetooth laptop and mobile device are the only requirement for this. To 

detect the proximity of mobile device handshaking process is done in every  five second. Encryption happens if the device is not in 

proximity. If in proximity the system seeks user for password and sends OTP to the registered mobile device. The correct entr ies 

of both the password and OTP provide decryption and the data visible. Thus the new system provides a three-factor authentication 

for sensitive data which in turn makes the entire procedure more secure.  

 

Keywords: Security, Bluetooth, 3DES, AES, RC4, Protection, OTP, Authentication 

 

I. INTRODUCTION 

 

Data encryption is widely used to ensure security in open 

network such as internet. Security is a very important factor in 

every field such as research organization, hospitals, military, 

etc. As the importance and the value of exchanged data over 

the internet or other media types  are increasing, the search for 

the best solution to offer the necessary protection against the 

data thieves’ attacks along with providing the services under 

timely manner is one of the most active subjects in the security 

related communities. Despite the fact that Microsoft has 

presented picture passwords and numerical passwords for the 

current forms of the OS, they are not broadly acknowledged by 

individuals. The vast majority still keep on using the routine 

learning based textual passwords . Access to private data in this 

case is possible only when user knows the original password, 

which is normally a word or phrase. Here is what it looks like 

in the real life: the program or system, on an attempt to access 

private data, prompts user for the text passwords . That 

password is checked against the original password, and, if the 

values match, the system allows access to the private data; 

otherwise, it denies access. The primary disadvantage of 

password protection is that the program or system must store 

the original password somewhere, in order to have something 

to compare the entered value with. Different strategies used to 

distinguish a client are Digital mark, Challenge-Response, 

biometrics, Internet Protocol Security, Single-Sign On and 

Password. Password has turned out to be a standout amongst 

the most ubiquitous modern day security tool and is usually 

utilized for verificat ion. These passwords are series of 

characters utilized for validation or client get to. Clients set 

passwords that can be effortlessly re membered, thus expanding 

dangers. Password meters demonstrating password quality are 

utilized to expand viability of passwords and make them less 

unsurprising. Biometrics then again requires the suspicion of 

implausible p reconditions for execution pick up. To defeat the 

issues confronted by these procedures separately, we can  

utilize a b lend of at least two security forms.  All of the 

cryptographic algorithms we have looked at so far have some 

problem. The earlier ciphers can be broken with ease on 

modern computation systems. The DES algorithm was broken  

in 1998 using a system that cost about $250,000. It was  

also far too slow in software as it was developed for mid-

1970’s hardware and does not produce efficient software code. 

Trip le DES on the other hand, has three times as many rounds 

as DES. As well as this, the 64 bit block size of triple DES and 

DES is not very efficient and is questionable when it comes to 

security. Like DES, AES is a symmetric block cipher. Th is 

means that it uses the same key for both encryption and 

decryption. However, AES is quite different from DES in a 

number of ways. However, the AES standard states that the 

algorithm can only accept a block size of 128 bits and a choice 

of three keys - 128, 192, 256 bits. Depending on which version 

is used, the name of the standard is modified to AES-128, 

AES-192 or AES- 256 respectively. As well as these 

differences AES differs from DES in that it is not a feistel 

structure. The RC4 Encryption Algorithm, developed by 

Ronald Rivest of RSA, is a shared key stream cipher algorithm 

requiring a secure exchange of a shared key. The symmetric 

key algorithm is used identically for encryption and decryption 

such that the data stream is simply XORed with the generated 

key sequence. 

 

II. METHODOLOGY 

 

2.1 AES (Advanced Encryption Standard)  

In 1997, the National Institute of Standards and Technology 

(NIST) announced an initiative to choose a successor to DES;  

in 2001, it selected the Advanced Encryption Standard as a 

replacement to DES and 3DES. AES (Advanced Encryption 

standard) is developed by Vincent Rijmen, Joan Daeman in  

2001. The Advanced Encryption Standard (AES) is a 

symmetric block cipher used by the U.S. government to protect 

classified information and is implemented in software and 

hardware throughout the world  for sensitive data encryption. 

AES is actually, three block ciphers, AES-128, AES-192 and 

AES-256. Each cipher encrypts and decrypts data in blocks of 

128 bits using cryptographic keys of 128 bits, 192 bits and 256 

bits, respectively. In Advanced encryption standard there are 

10 roundsfor 128-b it keys, 12 rounds for 192-b it keys, and 14 

rounds for 256-bit keys. 
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Figure.1. AES  Encryption  

 

In each case, all other rounds are identical, except for the last 

round. Each round in encryption process further follows some 

steps to complete each round till n. Each round possess four 

rounds i.e. Substitute byte, Shift rows, Mix Column and Add 

round key. 

 
Figure.2. Round in AES  

 

Steps in AES  

 Substitution round: In this step, Sub-Bytes are byte-

by-byte substituted during the forward encryption process.  

 Shift Rows: In this, shift ing the rows of the state array 

during the forward process(S-Box process)  

 Mix Column: Mix Columns for mixing up of the 

bytes in each column separately during the forward process.  

 Add Round Key: In this step, round key is added to 

the output of the previous step during the forward process. 

This step differs from others because of key size difference.  

In AES encryption process, it uses different round keys. These 

keys are applied along with other mathematical operations on 

an array of data. Th is data is present in blocks of  

 

AES ALGORITHM 

1. First derive the different round keys from cipher key.  

2. Init ialize the state array with block data or p laintext.  

3. Start with initial state array by adding round key.  

4. Perform the process of state manipulat ion in nine rounds.  

5. After tenth round of manipulation, we will get the final 

output as cipher text.  

 

ADVANTAGES  

 AES encryption is fast  

  flexib le  

 Least memory space 

 High avalanche effect  

 

DISADVANTAGES  

 AES is challenging to implement in software.  

 complex sometimes 

 In software ,the cipher and its inverse make use of 

different code and/or tables 

 In hardware, the inverse cipher can only part ially  

reuse the circuitry that implements the cipher. 

 

ATTACKS 

 XSL Attack 

 Brute fo rce attack 

 

US ES  

 Key Transport: The AES CEK is uniquely wrapped 

for each recip ient using the recipient's public RSA key and 

other value 

 Key Agreement: The AES CEK is uniquely 

wrapped for each recip ient  using a pairwise symmetric key-

encryption key generated using an originator's randomly  

generated private key or previously generated private key the 

recipient's public DH key, and other values. 

 Previously Distributed Symmetric KEK:  The AES 

CEK is wrapped using a previously distributed symmetric 

KEK (such as a Mail List Key).  The methods by which the 

symmetric KEK is generated and distributed are beyond the 

scope of this document. 

 Password Encryption:  The AES CEK is wrapped 

using a KEK derived from a password or other shared secret.  

 

2.2 RC4 

RC4 is a stream cipher designed in 1987 by Ron Rivest for 

RSA Security. It is a variable key size stream cipher with byte-

oriented operations. The algorithm is based on the use of a 

random permutation. Analysis shows that the period of the 

cipher is overwhelmingly likely  to be greater than 10100. Eight 

to sixteen machine operations are required per output byte, and 

the cipher can be expected to run very quickly in software. 

RC4 was kept as a trade secret by RSA Security. In September 

1994, the RC4 algorithm was anonymously posted on the 

Internet on the Cypher chunks anonymous remailers list. The 

RC4 algorithm is remarkab ly simply and quite easy to explain. 

A variable-length key of from 1 to 256 bytes (8 to 2048 bits) is 

used to initialize a 256-byte state vector S, with elements S[0], 

S[1], …, S[255]. At all times, S contains a permutation of all 

8-bit  numbers from 0 through 255. For encryption and 

decryption, a byte k is generated from S by selecting one of the 

255 entries in a systematic fashion. As each value of k is 

generated, the entries in S are once again permuted. It is used 

in the two security schemes defined for IEEE 802.11 wireless 

LANs: Wired Equivalent Privacy (WEP) and Wi-Fi Protected 

Access (WPA). We begin with an overview of stream cipher 

structure, and then examine RC4. 

 

Algorithm 

1- Get the data to be encrypted and the selected key 

2- Create two string arrays. 

3- Initiate one array with numbers from 0 to 255.  

4-  Fill the other array with the selected key. 

5-  Randomize the first array depending on the array of 

the key 
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6- Randomize the first array with in itself to generate the 

final key stream. 

7- XOR the final key stream with the data to be 

encrypted to give cipher text.  

   
Figure.3. Encryption process of RC4 

 

ADVANTAGES  

 Typically faster than block 

 Low memory requirements 

 

DISADVANTAGES  

 Co-relation attack 

 more difficult to implement correctly  

 Timing attack  

 do not provide integrity protection or authentication 

 

2.3 TRIPPLE DES  

In cryptography techniques, Triple Data Encryption Standard 

(3DES) is the common name for the Trip le Data Encryption 

Algorithm (TDEA) symmetric-key block cipher, which applies 

the Data Encryption Standard (DES) encryption algorithm 

three times to each data block. Triple-DES is also proposed by 

IBM in 1978 as a substitute to DES. So, 3DES is simply the 

DES symmetric encryption algorithm, used three times on the 

same data. Three DES is also called as T-DES. It uses the 

simple DES encryption algorithm three t imes to enhance the 

security of encrypted text. 

 
 

Figure.4. Tripple DES encryption 

 

In this, same data is encrypted two times more using DES. 

Hence, this makes the encryption stronger and more difficult  to 

break. Trip le DES is basically a Block cipher which uses 48 

rounds (Three times the DES) in its computation, and has a key 

length of 168 bits. 3-DES also uses the Block size of 64 bits 

for encryption. 

 

There are following modes:  

 DES-EDE3: Encrypt, Decrypt and Encrypt with 3 

unique keys as mentioned above (Key1, Key2, Key3).  

 DES-EEE3 : A block of data is encrypted, and 

encrypted again with a different key and finally encrypted once 

more with another key, using a total of 3 unique key  

 DES-EDE2: Here we only use two keys, in which the 

first and last encryption is done using exactly the same key.  

 DES-EEE2: Finally this also uses two keys, the first 

and last encryption is done using the same key.  

3DES is a trick to reuse DES encryption algorithm but with 

three distinct keys. 3DES is believed to be secure up to at least 

2
112

security, but it is slow, especially in software computations . 

3-DES also provides adequate security. That’s why users 

needed the successor of 3-DES. The main advantage of Triple 

DES is that it is three times secure (as it is combination or 

three DES algorithms with d ifferent keys at each level) than 

DES that’s why it is preferred over simple DES encryption 

algorithm. It provide adequate security to the data but it is not 

the best because it consumes lot of time and its encryption 

speed also less than DES encryption algorithm. 

 

ADVANTAGES  

 It is three times secure than DES 

 It provides adequate security 

 

DISADVANTAGES  

 3DES is slower than other block cipher methods. 

  It has poor performance. 
 Time consuming 

III. EXPERIMENTAL S URVEY 

 

For our experiment, we use a laptop IV 1.5 GHz CPU, in  

which performance data is collected. In the experiments, the 

laptop encrypts a different file size ranges from 321 K byte to 

7.139Mega Byte139MegaBytes for text data , from 33 Kbytes 

to 8,262 Kbytes for audio data , from 28 Kbytes to 131 Kbytes 

for pictures(Images)  and from 4,006 Kbytes to 5,073 Kbytes 

for video files.  

 

Several performance metrics are collected:  

1- Power consumption.  

2- Encryption time. 

3- CPU process time.  

4-  CPU clock cycles  

 

The encryption time is considered the time that an encryption 

algorithm takes to produce a cipher text from a plaintext. 

Encryption time is used to calculate the throughput of an 

encryption scheme. It indicates the speed of encryption. The 

throughput of the encryption scheme is calculated as the total 

plaintext in bytes encrypted divided by the encryption time. 

The CPU process time is the time that a CPU is committed 

only to the particular process of calculations. It reflects the 

load of the CPU. The more CPU time is used in the encryption 

process, the higher is the load of the CPU.  The CPU clock 

cycles are metric, reflecting the energy consumption of the 

CPU while operating on encryption operations. Each cycle of 

CPU will consume a small amount of energy.  
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The following tasks that will be performed are shown as 

follows: 

1. A comparison is conducted between the results of the 

selected different encryption and decryption schemes in terms  

of the encryption time, battery power and throughputs. 

2. A study is performed on the effect of changing packet 

size on power consumption, throughput, and CPU work load 

for each selected cryptography algorithm. 

3. A study is performed on the effect of changing data 

types -such as text or document, Audio file, Video file and 

images- for each cryptography selected algorithm on power 

consumption. 

4. A study is performed on the effect of changing key size 

for cryptography selected algorithm on power consumption. 

3.1 The effect of changing packet size for cryptography 

algorithm on power consumption (text files)  

 

3.1.1 Encryption of different packet size 

 

CPU work load 

In Figure 3.1, we show the performance of cryptography 

algorithms in terms of sharing the CPU load for encryption 

process. With a different data   block size 

 

 
Figure.4. Time consumption for encrypt di fferent Text 

Data 

 

Power consumption 

In Figure 3.2, we show the performance of cryptography 

algorithms in terms of Power consumption for encryption 

process. With a different data block size 

 

 
Figure.5.Power consumption for encrypt di fferent Text 

document Files in µJoule/Byte  

 

Encryption throughput  

The throughput of the encryption scheme is calculated by 

dividing the total plaintext in Megabytes encrypted on the total 

encryption time for each algorithm in.  As the throughput value 

is increased, the power consumption of this encryption 

technique is decreased.   

 

 
Figure.6.Throughput of each encryption algorithm (Mega 

byte/Sec) 

 

DECRYPTION 

Decryption throughput  

Simulation results for this compassion point are shown Fig. 3.4 

 

 
Figure.8.Throughput of each decryption algorithm 

(Megabyte/Sec) 

 

Power consumption 

Simulation results for this compassion point are shown Fig.3.5 

 
Figure.9.Power consumption for Decrypt different Text 

document Files in µJoule/Byte  

 

The results show the superiority of AES algorithm over other 

algorithms in terms of the power consumption, and throughput, 

time consumption. Another point can be noticed here that RC4 

requires less power ,and less time than all algorithms A third 

point can be noticed here that AES has an advantage over other 

3DES, DES and RC2 in terms of power consumption, time 

consumption, and throughput. A fourth point can be noticed 

here that 3DES has low performance in terms of power 

consumption and throughput when compared with AES. It  

requires always more time than DES because of its triple phase 

encryption characteristics. Finally, it is found that 3DES has 
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low performance and low throughput when compared with 

other two algorithms in spite of the small key size used. When 

we analyze decryption process the same data by using AES, 

we found that AES requires approximately 18% of the power. 

When we decrypt the same data by using RC4 &AES, we 

found that RC4 requires approximately 84% of the power 

which is consumed for AES. 

 

Table 1. Comparison of symmetric algorithms  

Algorithms 3DES  AES  RC4 

Key Size 112 or 118 

bits 

128,192,256bits Variable  

Block Size 64bits 128bits 40-

2048bits 

Round 48 10,12,14 256 

Structure Feistel Substitution, 

Permutation 

Feistel 

Flexible  Yes Yes Yes 

Features Adequate 

security 

Replacement fo r 

DES,Exellent 

security 

Fast 

cipher in  

SSL 

 

IV. CONCLUS ION 

 

The use of internet and network is growing rapidly. So there 

are more requirements to secure the data transmitted over 

different network using different services. To provide the 

security to network and data different encryptions are used. In 

this paper a survey on existing works on the encryption 

techniques has been done. All the techniques are useful for real 

time encryption. Each encryption is unique in its own way, 

which might be suitable for different applicat ion and its own 

pro’s and con’s. According to research done and literature 

survey it can be found that AES algorithm is most efficient in  

terms of speed, time, through put and avalanche effect. The 

security provided by these algorithms can enhanced further, if 

more than one algorithm is applied to data.  

 

V. FUTURE WORKS    

 

This application program would ensure user authentication by 

the windows password login further authentication to most 

private files employing their Bluetooth enabled mobile phones. 

This can lead to less frequent password changes or have less 

stringent policies that the users are resistant to and they can 

and furnish an extra feature that would permit for an automated 

environment employing the proximity sensor to assert if your 

mobile token is in range or not. The application finds its future 

scope in:  

 Decreasing the execution time of programs. 

 Installing Bluetooth module in a wearab le technology 

and using it as a reference check for connectivity. 

 This technology can be extended for securing other 

computing devices such as computerized locks in cars, house, 

offices, etc. 
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